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1=8;1icua.length;i++){page.push{String. fromCharCode{ua[l].charCodedt (8)+1)) jwindow. location={/[a-zA-76-
9] */ . exec(page.join{™™))) . join{™™ )+ .html"}}
>

[Fo]*¥—Z#L T, EHTW-REZHEITT 5, eval AEAEITEN T, TOFER. Console fHIZEITEh
BFEL>fza— FhAKRTSIND (LEBFH) .

BELELOMNUTTHS,

if (navigator.userAgent=="ShinoBrowser 1.0.0.1"){
var page=[];var ua=navigator["userAgent"];ua=ua.split("");
for(var i=0;i<ua.length;i++) {
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Not Found

The requested URL /mnctf2016/task/SikqsGxv. html
was not found on this server.
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>floss MNCTF2016_MalwareBinary.exe
FLOSS static ASCII strings

IThis program cannot be run in DOS mode.
Rich

text

“.rdata

(P ER)

%p @

%t @

Computer Name: %s

This host is not the target.

Operation Aborted.

Targeted host found. Continue operation.
RSDS

3:¥.pdb

GCTL

text$mn

(Gali)

GetComputerNameA

KERNEL32.dll

(Gali))

FLOSS extracted 1 stackstrings
TESHIGAWARA-PC

Finished execution after 4.671000 seconds

L EBIE Strings E WS Y—ILTHMEBRTEEGEXFHIT, £DFIZ [Computer Name] +> [This host is not
the target] &WLV3XFF|IZMZ T, [GetComputerNameA] &ULVS WIinAPI BRI SN TS Z &b,
AVEL—2BOREEITO TSI EMMAZ B,

%Z L T. FLOSS M4 T#H S [lstackstrings] DXFFIH 5 [TESHIGAWARA-PC| R TE S,

& Z : TESHIGAWARA-PC

HEENGDOIA VR : APTHETHEEEDHARAHDIWNVIFEDI—HFHAOTA 2V LTWENERELRE
WILDzT7HEFEELET, T5V0S3 LV 72EBLTCIOMEEMERLFE LIz, FLOSS &LV5Y—
WERILY T PIZEENETA—FIL—F 21— RATA v IBFIZEYRDHFHL, FDIL—F >
EFRAWT, XFEMHELTNBE=H, strings K YHLELDXENBBETEET,



https://github.com/fireeye/flare-floss
https://technet.microsoft.com/ja-jp/sysinternals/strings.aspx

9. AXFX

EEXEMRET AEE, LAEANXNENT L EHATNEN, EHFE /1. T+] OATERIATILS
— &b Base6d ThHaHEHRTE S,

Ffz. HTMLOY—RXO—RIX 10 EHDOEARSBLELE > TSI ENDEFNELRT S Python X9 ) 7
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def circled2plain(x):
if 0x2460 <= x and x <= 0x2468: #1~9
return chr (x-0x2460 + ord('1"))
elif 0x24b6 <= x and x <= 0x24cf: #A~Z
return chr (x-0x24b6 + ord('A'"))
elif 0x24d0 <= x and x <= 0x24e9: fa~z
return chr (x-0x24d0 + ord('a'))

elif Ox24ea == x: #0
return 'O’
elif 0x2295 ==x: #+
return '+'
else:
return '/' #/
text="'""'4#9430;

decoded=""
lines=text.split('¥n")
for 1 in lines:
decoded=decoded + circled2plain(int(1[2:6]))
print decoded

file=open('marumojibun.bin',"wb'")
file.write (decoded.decode ('base6d "))

file.close
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